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The interconnected world using technology has opened the door for cyberattacks. For
example, the utilization of Internet of Things (10T) devices has increased the exposure
to malware attacks. The massive amount of data generated by the 10T devices leads to
the possibility of infections in the network. Due to the diverse nature of the loT
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devices and the ever-evolving nature of their environment, it can be challenging to
devise very comprehensive security measures. Therefore, the application of Artificial
Intelligence (Al) in detecting malware has gained attention as a suitable tool for
detecting malware due to its strength in malware classification. This research aims to
review malware detection in 10T devices using Al and its challenges.
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1. Introduction

Internet of Things (loT) technology has accelerated the development of computing devices. It is an emerging
technology that enables smart devices connected via sensors to create and exchange data. 10T devices are
constructed using a range of CPU architectures even on hardware with limited resources, like Unix-based operating
systems [1]. Previously, malware attacks only personal computers. While the 10T continues to experience
tremendous expansion across the globe, its security continues to lag far behind and the 10T devices were the target
of more than 30% of all infections found in mobile network infrastructure [2]. Due to a lack of security design or
implementation, 10T devices are growing in popularity as targets for attackers along with this transformation. loT
malware typically exhibits a number of traits, such as the ability to conduct DDoS attacks, search open ports for
10T services like FTP, SSH, or Telnet, and more [1]. As stated by [3], 10T devices have become an attractive target
for cybercriminals since it is not closely monitored. Figure 1 depicts the Global 10T market forecast.
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Figure 1. Global 10T market forecast [4]

A hacker uses malware, which is malicious software, to monitor victims' keystrokes. In order to deceive users into
downloading it, this spyware disguising itself as a regular program. Spyware, Adware, Trojan Horses, viruses, and
Worm are examples of malware including:

a.

Spyware: Used for the purpose of gathering information about a user and sending that information to
another entity without first obtaining the user's consent. The term “spyware™ refers to a variety of
malicious software, including key loggers, tracking cookies, system monitors, and Trojan horses.
Adware: Displays obnoxious pop-up advertisements in order to earn money for its author. The malware
may determine the user's preferences by monitoring the websites that are accessed. After that, it is able
to send pop-up advertisements that are relevant to those sites.

Virus: One-way malware spreads is by embedding copies of itself into other programmes, or viruses.
Following the execution of the programme, viruses infect computers by moving from one to another.
Worms: Like viruses, worms can spread from computer to computer by taking advantage of security holes
in networks. Worms don't need a host programme to function. However, if the host has been attacked
with the worm, it can quickly propagate throughout the connection.

Trojan Horses: A piece of malware known as a Trojan horse is a software package or a file that gives the
appearance of being legitimate, but actually conceals harmful code within it that takes advantage of the
privileges of the user who runs it.

The malware infected over 1.2 million 10T devices and targeted many popular online services such as Google,
Amazon, etc [1]. Figure 2 illustrates the total malware detected from the year 2013 until 2022 while Figure 3
indicates the number of new malware from July 2020 until June 2022. It can be concluded that the number of
malware keeps on increasing year by year due to technological advancement. Based on the rising trend of loT
devices and also the increasing numbers of malware, it is crucial to have an advanced algorithm which able to
detect the malware in a speedy manner. Improving the security of 10T devices is becoming more vital for

researchers.
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Figure 2. Total Malware from 2013 to 2022 [5]
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Figure 3. The number of new malware from July 2020 until June 2022 [5]

2. Literature Review
loT is a vast and ever-growing array of connected devices. Many loT malware families including Aidra, Bashlite,

and Mirai are able to utilize scanners that are designed to identify vulnerable ports and credentials on the loT
devices [11]. In March 2019, IBM discovered a Mirai-like malware targeting at enterprises' IoT devices [11]. The
popularity of DDoS-capable 10T malware is steadily increasing because malware authors will continue to mutate
their malware for more critical infections on 10T devices [1]. The malware provides remote control to the attacker
to use an infected system. Malicious software may compromise the privacy, security, and/or reliability of your
data or system resources. For example, spyware and keylogger may attack the confidential authenticity and
integrity of the data and system resources, Trojan Horse will impact the confidentiality and availability of the data
and system resources while viruses can attack the integrity and availability of the data or system resources [6].
Figure 4 illustrates the types of attached in an 10T environment.
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Flgure 4. Types of attacks in 10T environment [6]

Some of the active botnets which can launch various malware attacks in 10T environments include Mirai and
Reaper [6]. Mirai is a kind of malware that provides the control of Linux operating system-based network devices
to remote bots. Reaper is also called as loTroop. It can compromise smart 10T devices very quickly as compared
to the Mirai botnet. It is a variation of Mirai which uses twenty-six malicious scripts to spread itself. It was
discovered by "Palo Alto Networks' and designed to create a larger botnet. A mechanism for detecting malware
on 10T devices was proposed by [7] which relies on blockchain technology and machine learning. Data about
malware is automatically extracted by machine learning mechanisms, with the use of clustering and classification
algorithms, and then stored on a distributed ledger. The proposed system uses the blockchain to reliably record the
extracted features in a "distributed malware database," hence enhancing the effectiveness of run-time malware
detection at high speeds and precision.

A recent survey conducted by [8] highlights security issues and risks of threats to 10T devices. Monitoring
executing processes is resource-intensive, and in some cases, malware could infect real environments. The
dynamic approach consists of analyzing and detecting malicious files without executing them. By contrast, static
analysis can explore all possible execution paths without considering the diversity of processor architecture. In
addition, [9] devised a method for detecting malware in internet-connected devices that they called EveDroid. It
is a scalable and event-aware malware detection system for smart I0oT devices. It detects malicious software by
capturing the high-level semantics of Android applications running in an loT context. The authors of this study
included a technique that automatically converts calls made to an application programming interface into a feature
vector based on the semantics of the data. This process was referred to by the authors as "function clustering." This

resulted in the detection system becoming more resistant to the malware of this kind.
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The application of machine learning to the detection of malicious software on these frequently unattended
devices has produced encouraging results [2]. The majority of Al-based solutions for 10T security are either
behaviour- or specification-based techniques, both of which are difficult to deploy in IoT systems [10].
Furthermore, the author has specified that the current technique in malware detection are: 1) signature-based
technique which is not effective for a new or unknown malware because some malware is encrypted, and thus
extracting the signature takes time and a large amount of processing energy 2) behavioural-based method is
expensive to implement due to because each network software behaves differently 3) specification based-method
precisely characterise a system's entire set of permissible behaviours but however it is very costly. Various research
has been conducted to identify the challenges in detecting malware in 10T devices which include: the low
computational power of 10T devices, the increasing number of malware, and the fast spread of malware to the loT
devices. The challenges need to be addressed using a robust, adaptive, and complex mechanism. Therefore, it can
be concluded that there is a need to have enhanced IoT malware detection that offers foolproof protection against
diverse forms of malware attacks. In addition, some of the existing techniques are attack-specific and do not protect
against other sorts of attacks simultaneously. Therefore, we must create malware detection algorithms for loT
security that are resilient against numerous simultaneous malware attacks.

3. Conclusion

The effectiveness and efficiency of detecting harmful activity on 10T devices could be increased by enhancing the
loT-based malware detection model utilising an Al algorithm. Large-scale data analysis, pattern recognition,
anomaly detection, and threat prediction are all possible with Al algorithms. This can aid in the speedy and accurate
detection of malware on loT devices and help to stop it from doing any damage. Additionally, an Al-based
detection model has the capacity to learn and modify itself over time, increasing its efficiency in spotting new and
developing malware types.

Al are increasingly being used in the detection of malware. These methods enable the development of more
sophisticated and effective malware detection systems capable of adapting to new and evolving threats. One
approach is to use Al to analyse software programme behaviour and identify patterns that indicate malware. A
machine learning algorithm, for example, could be trained to recognise specific characteristics of a virus, such as
how it spreads, the files it modifies, or the network connections it establishes. This method is known as behavioural
detection. Al can also be used to enhance other malware detection techniques, such as signature-based detection
and heuristic-based detection. By using Al to analyze large amounts of data and identify patterns, these systems
can more accurately detect malware and reduce the number of false positives.

Another approach is to use Al to analyse the software code and identify any malicious instructions; this is
known as static analysis. Al can be used to detect malware by analyzing patterns and behaviors in files and network
traffic. Machine learning algorithms can be trained on known examples of malware to identify malicious software.
One approach is to use deep learning to analyze the code of a file, looking for patterns and anomalies that indicate
it may be malware. Another approach is to use behavioral analysis, where the Al system monitors the actions of a
file or program to determine if it is behaving like malware. Al-based malware detection can be more effective than
traditional signature-based detection methods, as it can detect new and unknown malware. However, Al-based
malware detection can also be more prone to false positives and negatives and need to be updated frequently to
adapt to new threats.

Therefore, the Al-based model would need to be properly trained on a wide range of loT-related data, and it
would need to be updated often in order to stay ahead of new and emerging risks. Malware has become a major
security danger for the computing community, contributing to most Internet security issues. Malware remains a
major concern on the Internet despite extensive research. Recently, Malware detection strategies and
methodologies have been proposed. These strategies and approaches contain flaws that prevent problem
elimination. As such, this paper proposes a new technique of using an Al algorithm to detect malware in an loT
environment.
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